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DeepSeek—Chat [D : 11.83i0_79] [D : 19-77i3.78] [D . 21.28i1.57] [D 5 23.40:&1405}
DeepSeek

deepseek-reasoner

DeepSeek-Reasoner [D:17.0413.5)

deepseek-chat
[D H 22468i2_69}

deepseek-reasoner
[D 021 .1910,34]

deepseek-chat
[DZ 19-02i1.53]

Wi N (Figure 5a) , 7 APL A P=A i EWESHL
h00.04, REJ APT 4348 0.02 BypifE. e,
FlipAttack A—ZERFLEAALE, 7 APTA M E &
BAAE T RS . X Gemini-2.5-flash (Figure 5b), 4%
RIBRITE T APT #ALAS T XK, 75T 2ot i
B API %24, Frhilid4h*) FlipAttack (‘575 API
iKE] 0.90 WA FEESE, AT APT 2528 0.67 il
0.68, FE(Z 0.23 EEZER) . X DeepSeek-Chat
(Figure 5¢), %+ API 5 GPT-5-mini 1 Gemini-2.5-
flash ML ZE 8/, (HSEJ7 APT (W22 RARFEAE . B
i, %1 API A fil H ¥E Combination (FlipAttack) I{
HFEREZ () HENE. FKITE AdvBench |
WALRDGR, FHERERI Appendix C, X2k
PR, K T APT T2 AT R A HEN,
HEATA] RETCIER BUE T i A AT A

RQ2 fA&5: MHEEVERIIY T APL kBB Ty
APT, PUNEATEMITS EAF RN, FHEE
e /N La e N [ N E T

5 BERIGGIE

AT EE RQ3, FATEBEEAPERGS, BT
£ZH S (fingerprinting) $F ARMICEHE (metadata)

Xt BB UE T Al 55 B2 ) LS B o

5.1 J& ARGy

Jith. A TIRBIET APT IRSSPELTE T fFai i 2k
KEFHEA, FATRM LLMmap [47], X—Fh 33
FREORAIMERL . IZHEZLI A — DRSOt I 2 i
N, T AR 5 S 2 R TR 4 5% B B ok X
BERPEAT A3 FATTHR B [47] P B A TR SR 5K
55, I EGARE RS, JREZRY R KE
RG] F% , WF GPT-5-mini, GPT-5. Gemini-2.5-flash
Al Gemini-2.5-pro, AT T A LENSE, R4
AR R T B PSRRI KIE S
BIRIB|FE W Appendix E,

gilk. A0 Table 2 Fryn, FRATHE 24 ADVFA bm A _E
RE A+ APL (S A E S 2. BRI,
45.83% 1 s AR REE T FE SRk, A 12.50% R
B SR N AR 2 [E) SE E  A pL R B 2. MR
ZH 2 W A TF, GPT Fl DeepSeek 27155 % H B & 14y
AVCELR R oL, BRfsE+ APT AE [ —H 8 R 51 g E
BiR o, Bl R R R (Flan, BT
API A J1f) GPT-5-mini, D =18.6340.72, B EHL N
14.574380) #HHLZ T, Gemini %1 F1#) Gemini-2.5-pro
RO AR m R EYE, A RO AR —2u



LZEE (D~ 17.37-18.04),

PR 2w R WA BT, DU IR
XRFIX S50 5, i T A e WA TR A
R A R . BN, %+ APLH ) GPT-
4o-mini 7 MMM Qwen2.5-7B, T API A 1 E |
GPT-5 &n 25l GLM-4 5 DeepSeek-V3 [145 804
fiE . Hvk, & R e PR n] Al fy IR R BB IR 45
Wit APTI A fl H 53R B2 ) DeepSeek-Reasoner
W, SEBRAT R AB AR B EBIK K DeepSeek-Chat, &
i, Gemini-2.0-flash %8 4% 1R IE 5~ Gemini-2.5-
flash., 25 BprR, XSEuEHnREAE S A —3E, M
2 ity FH FOME DA AT S i 5 kX —

5.2 HiBh%ur

AT fRY R — R SO A T REAEAE R E A, TR —
# R AR AL AN PR, (Model Equality Testing, MET)
[21], iX@E—FhgeitRgn s, HTHWES 1 AP i
K H S E T EAME . HARIE, MET $i
TP AR AR BEAG G 24 4371 55 M 1 1 A i g 1 448 )
(Reject="True), F£IAFST APL ki 55 A0 4
WS BRI, AR AE B A — B0 s ki .

FATAEPIAFEHEN L _EPPAE =M1 APT #2457 (A,
E.H): AIME 2025, GPQA . AdvBench il JBB, 3t
J\PVBEAUELE . SERELE R L Table 3, SR H , MET 5
LLMmap 7£ 74.1% F4E LT k% (40/54), Cohen’s
KﬁZ&OSIZ, FREH PRI ST 2 e S B B R i —

MET Z5RAEMRKARE FEIE TR 80H 510 L 8. B
fn, %17 API A dff) GPT-4o-mini il GPT-5 7£ AIME
2025 il GPQA L3 #ibnic 5 E i h AES i =
5, X5 LLMmap X588 /) 42 5% FH 25 25 — 3K
DeepSeek-Chat 7£ JLF- i A AL w522 it NS4 A 3y
e, S 2PUESE T Table 2 IR B A —3bk
Gemini-2.5-pro W45 R SCH B AL MET R f =
MMEALFTRY AIME 2025 1 GPQA ¥R fedads iRk
(#Fltm, 1 APT A ) p=1.00, stat =—0.35), FHH
ALY T TG A PR LR N SC R LR 55 . (EAS 2,
Gemini-2.5-flash ¥EZ¢ 4R HEN® AdvBench #1 JBB
R AR B MET fE0T 4§24k Eiy—8dE
o SRR, R RIEAERE )2 W 5 B R OR AR, %%
BT IR ES

5.3 JuifEEaHr

Fef117E Appendix D 4T THEBAER I token 1
BOAH SIS . By APT ] — [ B 6 %
SRR A token Y14, M T APT B
UL o BRVE2E AP BT E— SIS TR AR P
SURE T APL BRI LTI E O APL Y 2.0 .

RQ3 %ixi: HBIGUE AR T AR UL T B IEdE
E—2FW5 7 AP KRG TR80eE, B HAERGE
RAN token T HE B HEMZE .

N T AR B A R IE PR O IR R, A
A FE T — A VB i TS O i ) 32 4 R T 5
LLMmap 53] 96.0% [H#ERf=, MET iK% 88.3% [ifE
W, WiRh o e BT A BB R e 2 9] 3kl —
F (W, Appendix F),

6 ik
6.1 Zifyardr

T MERETRAE (Section 4) FIRLIREGHE (Section 5) [
SR, AT S 5L B T REZE 2 (]
KRR TERLEN T, VLR F 0 5 —8miTh
Mo BN, 4R850 DTEE BAT AR R UE B, 5%
T API (shadow APT) [PERE R AR Jrim i, W5
T APIE ") GPT-5-mini, HAFES FHARAYBLALILHL,
HAEGURGUI A PERE R A CREFAAS . R, SR By
ANVEELH;, AT RSN N FEHERIEAL T, B
ANVCEC S HEBR B UIA 5, Blansg 1 APT A $24L1
DeepSeek-Reasoner #{3540iH 51°8~ DeepSeek-Chat, I
AIME 2025 #iffi B %, %+ APIH iy GPT-
4o-mini WILEREN KLIBI . A, XFh—FHMHAEEL T
APT Z [E)FFAFEE . BIAUR I A B2 RN LRI
HRET M. %21 API A A1 E |y GPT-5 #dgaci
4 glm-4-9b-chat, {HH AIME {2 (0HE T R, X
FEUNAE R LE P2 FEE I 3o o R 4 W] RE T XA, T AE T
o 1 B B EL A A T T 2 SR AT 55 v T R T
B . [AIAE, DEECRYBIAL 505 H A GE AR IR D SE AT o
Gemini-2.5-flash JiB] TiXx—di: FE T API A, E fI
H b1, 88U FMBRLRSILEL, RI%EEEEGLE
APT, [EAE USRI HERA 2R SRR e, RIS S 1y
R VAR R T — B

AT BAIREE R R, AT A 24 A ST OLS
WIH, RPERZEEE . MR B A DCEC A AR
BUARE R TIUM MER R TN M . 45 SRR SE 2 4 50 Tl 7
H4E/R T Gemini-2.5-flash H1—AN KB F 5, %
SEHRHRSUREE 51T — 8 (WL Appendix G).

6.2 2Tk

51 APL 4t F) H K E AL B B8 By 55 S8 5 i 2
[ 15 EARXTFR, i = FOREHLEIZRF], 4 Table 4
FrR. FE4% 835 (information premium) JFZ&Edr,
BEEE W P 3, (R B SRR B 5 R I A AU 4
UM E A (i, APT A 1% Gemini-
2.0-flash, {HZZ PRt Gemini-2.5-flash, 4§ RN
7.1-7.25%) . {Er e (discount-substitution) FE&E
o, PRALE R SRR, (B R SRR R I
AFFE SR (G, API A DLPEL GPT-5, {Hig
RSN GLM-4-9B) . {4 & o (resale markup) 75
Zh, PROLEAENCGE B A EIE TR AR SRR IS
JERAL (B4, APLH X% GPT-5 Yt 1.09% [ )7 #%
R ARSI BRI v ) o

RO SRR A, R T R AR 5 1 I 55 5
m, FATEEHEHEM (5 100 J7 token IR /%4
$1.25/$10.00) 44 GPQA i) GPT-5 #¥if) (n=1,273
WEW) . REEET APT A B #HRI0s: (IM&HR
=1.00x) , {AEAZAFRH B & E T 38%. 384
TH AR S PR BRI token $a T AR T 9% SRR HER AL
A, MITTHE S M Z AT A (equivalent value delivered ),
i Table 5 Frw, FHPHE I 98304 (1,273 A
$14.84) , (HIZBRERAS M 3 UE $5.70-87.77 [ token
i, XEWESMELE TR 1,273 WM PRI T 2
$7.07-89.14 (FNE . HARSUERRIA—L)G, &1 API
B I TC L BRI E T P2 A B 1R 2 B S ) 24

fo



% 3: #W T API fitfitR§) MET 4. Reject = True Rt o= 0.05 W&k P FHida s A 5O PE Bk .

Shadow API E

Shadow API H

p=0.06, D=0.06, Pass
p=0.01, D=0.30, Reject

p=0.35, D=0.03, Pass
p=0.01, D=0.65, Reject
p=0.94, D=-0.21, Pass
p=1.00, D=-0.32, Pass
p=0.00, D=0.29, Reject
p=1.00, D=-0.43, Pass

p=0.01, D=0.22, Reject
p=0.61, D=-0.02, Pass
p=0.01, D=0.27, Reject
p=0.19, D=0.10, Pass
p=0.32, D=0.06, Pass
p=1.00, D=-0.35, Pass
p=0.00, D=0.16, Reject
p=0.00, D=0.20, Reject

p=1.00, D=0.00, Pass
p=0.00, D=0.31, Reject
p=1.00, D=-0.01, Pass
p<0.01, D=0.08, Reject
p=1.00, D=-0.01, Pass

p=1.00, D=0.00, Pass
p<0.01, D=0.14, Reject

p=0.52, D=0.00, Pass

p<0.01, D=0.07, Reject
p<0.01, D=0.04, Reject
p<0.01, D=0.08, Reject
p=0.02, D=0.00, Reject
p<0.01, D=0.14, Reject
p=1.00, D=0.00, Pass
p<0.01, D=0.01, Reject
p=0.01, D=0.00, Reject

p=1.00, D=-0.00, Pass
p<0.01, D=0.09, Reject
p=1.00, D=-0.00, Pass

p=1.00, D=-0.00, Pass
p<0.01, D=0.10, Reject
p=0.02, D=0.00, Reject

Benchmark Model Shadow API A
GPT-40-mini p=0.00, D=0.26, Reject
GPT-5 p=0.01, D=0.17, Reject
GPT-5-mini p=0.12, D=0.05, Pass
Gemini-2.0-flash p=0.00, D=0.60, Reject
AIME 2025 Gemini-2.5-flash p=0.51, D=0.00, Pass
Gemini-2.5-pro p=1.00, D=-0.35, Pass
DeepSeek-Chat p=0.00, D=0.16, Reject
DeepSeek-Reasoner  p=0.01, D=0.20, Reject
GPT-40-mini p<0.01, D=0.06, Reject
GPT-5 p<0.01, D=0.02, Reject
GPT-5-mini p<0.01, D=0.07, Reject
GPQA Gemini-2.0-flash p=0.04, D=0.00, Reject
Gemini-2.5-flash p<0.01, D=0.01, Reject
Gemini-2.5-pro p<0.01, D=0.02, Reject
DeepSeek-Chat p<0.01, D=0.01, Reject
DeepSeek-Reasoner  p<0.01, D=0.52, Reject
GPT-5-mini p<0.01, D=0.01, Reject
AdvBench Gemini-2.5-flash p<0.01, D=0.09, Reject
DeepSeek-Chat p=0.01, D=0.00, Reject
GPT-5-mini p<0.01, D=0.00, Reject
JBB Gemini-2.5-flash p<0.01, D=0.11, Reject

DeepSeek-Chat

p<0.01, D=0.00, Reject

p=1.00, D=-0.00, Pass
p<0.01, D=0.11, Reject
p=1.00, D=-0.00, Pass

p=1.00, D=-0.00, Pass
p<0.01, D=0.13, Reject
p<0.01, D=0.00, Reject

* 4: BT APT fEE RN =R 5 K mbL i -

BLikI il frik e g 30 B E Bt

S M (Information Premium) API A — Gemini-2.0-flash ~ 7.10x / 7.25x  $8403H 525 Gemini-2.5-flash
P (Discount-Substitution) API A — GPT-5 1.00x LR GLM-4-9B (B #E2R%)
MM (Resale Markup) API H — GPT-5 1.09x A IR BB AR T

#* 5: GPQA LMY (n=1,273 k#ify, GPT-5
EBY) o AHEE MR A R Eh 4 token B it R
(4 100 Jj token $1.25/$10.00) #i5.

API S M

B (Official)  $14.84 1.00x

¥ API A $5.70 0.38x

¥+ APIE $5.35 0.36%

%1 APIH $7.77 0.52%
RIHFRRA. B T IR RSN, 57 APT s

AL KA S T8 2 A . TN B SR i v
T 187 ffH T APT #2453 3R LLM AR IS 3o
PRSP BEH R 30% W8 SCHER N2 By A — U5
FHPAT (n~56, MHXTZREMEHNN 45.83% Fe802k
WeRE—AFRR), B3 API EHHET (581850 $50—
$500) FHFFE A FLIFIE] (25 40h x $50/h = $2,000 £ feif
3C) FEPN BT B RCARTEE Y $115,000 2 $140,000.
XAl ARG E G| X IR SR 5,966 fEE M AA R
BRI AR B AR, Hoh R ER A R nT REE A
AEART AT DA A S T L R SR AR S 6 45

T A
HATRIBFI R BEW], 1 API (shadow API) S
R mATAE, BOR BRI, HEAZFFhHL. 2
PETRIEEHA (LLM) BReRgseiert, ka1

PR AR AIPFTE N R T — 2 RO T AR R AR
o HEHEHBNHIRICR: BT APT AW TFOFsEHet,

AR i S BN S )i APL. £ ok HEE M
PO T, MAEEARAEMIE T APT b s Z Wil B JH AR
Yo

A BSSUERMX.  FRATEUBCR AU B Bk ik £¢
By Bl bm i B 57 R4S L 058 it . 28— B B,
A 2270 24 > LLMmap $EFX0ii mG# - 7801, 454
SZIH B O EMERY 1.2x B top-1 HBIIAL SRR
BB, WAMC s . BB, MAE a=0.05
12 A R MET [21] IR0 20 500 A
BEATR S, AT — B R B R4, AR 120 A
S BB, AR R RN BT 2 SOk 2
e AR E 2 A 5 AN A AEE IR AR S R AR A
0.15, WIARICZug A, B R 7 22 2 W )5 b i B AN
FoE BUAAAE S A A e . SBURT By, W ARSE AR LS IR
ICP £ 25 B FNEH B AR RO AR NisE
HLIC RT3k A 5 ity i R AT B (R VA AR A i KU
WFZEN BTG . X AR O s S ALY APT
ERPIBEIE, WF9EN G AEER AR 2 1l 58 L A FF i
HPATEE . Ml B i URL, FEARAGEIAL AR
A Y5 HIAFE AR, R I B B e S
B BEE TR, X SR EE S (reproducibility)
FE AR —B FER AR SR I A 2 B, BRI A
W FIRH TN IR AN B, KRR B
1) ity i ) G RN B e i A A PR R L I AR S 2R . I
Jei, NP D SO IE AT R MERR % . LLMap 5
SURZIEEA MET p {55 L5450 — IR, i
e Fir N BEAE VA i it T S 1 40 LG R 5 ) 1 R 2R A T
contextualize,

FEDXZmATah. A ANSEER, FRATI R 2 T



FEDORIEE A PEOR R I . S I SUE FIRR T 7 R
WA, RER PR SORBIER S =07 APT S i b
AT E AR KR, RF IS S H T R I A B 4R
i BB ER AR AT DA B T T BR AL 42
P ARTE O I A R SR S R B ik i S R o — 2
WA TR, WP ST DA X 2Lk i a5 DA
TRSEAIAEL B iy o

8 Lk

TEAPTE T, FATE XL T APT 7 1T RGP T,
O — Al 2 O AR B A i 1 R O 5 A2 17 )
D73 TR ZAPRAER L B I N 2 B 1 DA
LATAIRBOR B LG PR, FATIEMI S T APT KB
BEMERZE M S HA S KB T APT 47
PR AN TEER), PO ENT AT BETCIA SR IR 7 b i B4 T
HNo LEEFTE, XERIER T T AP Ha7AEr
PR RS, IR E AT TN BEREIL A T FERY B A

Limitations

Despite providing a systematic audit of the shadow
APIs, our study is subject to several limitations.
Temporal Scope and Market Volatility. Our
study reflects a deliberately bounded snapshot of the
shadow API within a specific time window (Septem-
ber to December 2025). The shadow API market is
characterized by extreme opacity: providers frequently
switch upstream model sources, alter routing strategies,
or cease operations without notice. As market dynam-
ics evolve, the behavioral characteristics of these services
may drift significantly beyond our observation window.
Our September to December 2025 window is intention-
ally fixed to ensure experimental consistency across all
benchmarks and providers. To quantify within-window
variance, we run each experiment across three indepen-
dent trials and report the standard deviation through-
out. While exact performance scores may drift over
time, the core risk signals we document, non-transparent
model substitution, capability downgrading, and safety
behavior divergence, reflect structural opacity in how
these services are designed and operated, rather than
artifacts of any single measurement period. From a re-
search integrity perspective, once a service exhibits un-
reliability at any observed point, the risk to downstream
research is already real: it is scientifically defensible to
treat such an API as unreliable without requiring lon-
gitudinal proof of persistent failure across an extended
period. We intentionally adopt a snapshot design rather
than continuous monitoring to minimize potential harm
to official model providers and to avoid inadvertently
amplifying or operationalizing the shadow API ecosys-
tem through sustained engagement.

Detection Coverage and Ground Truth. In
the absence of ground truth regarding the backend in-
frastructure of shadow APIs, our investigation relies
on performance metrics, meta-information, and estab-
lished auditing frameworks such as LLMmap and MET
to detect model substitution and performance incon-
sistencies. While we can detect model identity mis-
matches with high confidence, we cannot definitively
distinguish between certain fine-grained implementation
details. Moreover, while we specify exact version snap-
shots for official models wherever possible, the official
APIs of proprietary models may undergo undisclosed
fine-tuning. To mitigate the potential impact of tem-
poral drift and inherent stochasticity in official APIs,
we conducted multiple independent runs for each ex-
periment and reported the variance, ensuring that our
comparative results remain robust against fluctuations
in the baseline models. In addition, we recognize the
potential to analyze the differences between official and
shadow APIs from diverse perspectives, such as bias and
hallucination [31,61].

Coverage of Providers and Model Families. Al-
though we collect the 17 providers based on academic
citations and GitHub stars, this may not represent the
full shadow API market. More shadow API services



may exist, which may employ technical architectures or
deceptive strategies distinct from those observed in this
study. Also, our work could not cover all LLM families,
so we mainly focus on three representative model fami-
lies. We believe our audit pipeline and findings have the
potential to be extrapolated to more LLM families and
look forward to future work focusing on wider model
families.

Ethical Considerations

In this work, we adhere to responsible Al research guide-
lines. Our study involved purchasing and querying unof-
ficial shadow API services, which may violate the terms
of service of official providers (e.g., OpenAl, Google,
DeepSeek). These interactions were conducted solely for
the purpose of auditing and transparency. We do not
endorse, promote, or encourage the use of these unau-
thorized services. To minimize potential negative im-
pacts on official infrastructure, we strictly limited our
query volume to the minimum necessary for statistical
validation of model identity and performance. Further-
more, all requests to official APIs were conducted exclu-
sively from authorized geographic regions to ensure full
compliance with the providers’ regional access policies.

To avoid serving as an advertisement for illicit ser-
vices and to mitigate legal risks for individual opera-
tors, we have applied strict anonymization to all au-
dited shadow APIs. Our goal is to expose systemic risks
within the shadow API market rather than to target
specific individuals. Furthermore, regarding our preva-
lence analysis, we have strictly de-identified all specific
academic papers, authors, and institutions found to be
using shadow APIs. Our objective is to highlight sys-
temic reproducibility within the community.

Our safety evaluation involved the use of jailbreak at-
tacks to test model guardrails. To prevent misuse, we
follow best practices in safety research: we do not release
specific examples of successfully generated harmful con-
tent or the exact adversarial prompts used to bypass
safety filters. We report only aggregated metrics, harm-
fulness score, and store all sensitive outputs on secure,
access-controlled local servers.

To mitigate potential harm and foster a healthier mar-
ket, we have adhered to responsible disclosure principles.
We are committed to responsibly reporting our findings
to official model providers as well as the authors of pa-
pers that use shadow APIs. We have received partial
acknowledgment from them.
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A Configurations Details
A.1 Model Configurations

Table 6 details the specific configurations for all eval-
uated models across official and shadow APIs. To en-
sure reproducibility, we set the random seed at 42 and
the temperature at 0 for all models compatible with
these settings, in accordance with reasoning task guide-
lines [4], while omitting these parameters for unsup-
ported endpoints. For the GPT-5 model family and
other reasoning models, we specifically monitor their
support for reasoning parameters. For all reasoning
models, we employ the medium reasoning effort in our
subsequent analysis, according to the default configura-
tion [45]. The table also highlights the discrepancies in
which shadow APIs may enforce fixed behaviors that de-
viate from official baselines. The Ratio column denotes
the multiplicative factor of the shadow API service price
relative to the official provider for input/output tokens.
Logprobs indicates whether the API can return log prob-
ability outputs. Pricing is normalized to USD per 1 mil-
lion tokens for comparison and accessed on December 6,
2025.

A.2 Compliance and  Transparency
Metadata for Shadow API
Providers

Definitions. @ We assess each shadow API provider

along two dimensions: transparent identity and verifi-
able provenance. Transparent identity requires pub-
lic disclosure of all three of the following: (1) a legal en-
tity name (not a pseudonym or alias) (2) a verifiable reg-
istration identifier, such as an ICP filing number or busi-
ness registration number and (3) legal documentation
in the form of a Terms of Service and/or Privacy Pol-
icy. Verifiable provenance requires cross-validation
against at least one independent external source, in-
cluding ICP/WHOIS records, official business registries,
or platform-level disclosures such as payment merchant
identity. All checks were conducted between September
and December 2025.

Compliance Metadata. Table 7 reports the full
compliance metadata for all 17 shadow API providers in
our dataset. Each provider is assessed across five binary
criteria: ICP filing verification, business registry listing,
availability of legal documentation (ToS and/or Privacy
Policy), payment method, and payee type (individual vs.
corporate entity). Identifiers and domains are partially
redacted to prevent unintended traffic amplification.
Summary and Provider Selection Rationale.
Across all 17 providers, only shadow API H holds a
verifiable ICP registration, and only shadow API N
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# 6: Comparison of model configurations across different APIs.

Model Family Model Name Channel API Model ID Temp. Seed Logprobs Price (In/Out) Ratio
Official GPT-40-mini-2024-07-18 0 42 [ $0.15 / $0.60 1.00 / 1.00
.. Shadow APT A GPT-40-mini 0 42 [ J $0.15 / $0.60 1.00 / 1.00
GPT GPT-do-mini Shadow APIE  GPT-40-mini-2024-07-18 0 42 ° $0.11 / $0.43  0.73 / 0.72
Shadow API H  GPT-40-mini-2024-07-18 0 42 [ $0.16 / $0.65 1.09 / 1.09
Official gpt-5-2025-08-07 N/A 42 O $1.25 / $10.00 1.00 / 1.00
GPT-5 Shadow APT A gpt-5 0 42 © $1.25 / $10.00 1.00 / 1.00
Shadow API E gpt-5-2025-08-07 0 42 O $0.89 / $7.14 0.71 / 0.71
Shadow API H gpt-5-2025-08-07 0 42 O $1.36 / $10.90 1.09 / 1.09
Official gpt-5-mini-2025-08-07 N/A 42 O $0.25 / $2.00 1.00 / 1.00
GPT-5-mini Shadow API A gpt-5-mini 0 42 () $0.25 / $2.00 1.00 / 1.00
Shadow API E gpt-5-mini-2025-08-07 0 42 O $0.18 / $1.43 0.72 / 0.72
Shadow API H gpt-5-mini 0 42 O $0.27 / $2.18 1.09 / 1.09
Official gemini-2.0-flash 0 N/A [ $0.10 / $0.40 1.00 / 1.00
Gemini-2.0-flash Shadow APT A gemini-2.0-flash 0 42 () $0.71 / $2.90 7.10 / 7.25
' Shadow API E gemini-2.0-flash 0 42 () $0.07 / $0.29 0.71 /0.73
Shadow API H gemini-2.0-flash 0 42 © $0.11 / $0.44 1.09 / 1.09
Official gemini-2.5-flash 0 N/A ) $0.30 / $2.50 1.00 / 1.00
Gemini Gemini-2.5-flash Shadow API A gemini-2.5-flash 0 42 () $0.09 / $2.00 0.29 / 0.80
e Shadow API E gemini-2.5-flash 0 42 () $0.21 / $1.79 0.70 / 0.72
Shadow API H gemini-2.5-flash 0 42 () $0.33 / $2.73 1.09 / 1.09
Official gemini-2.5-pro 0 N/A () $1.25 / $10.00  1.00 / 1.00
Gemini-2.5-or0 Shadow APT A gemini-2.5-pro 0 42 () $1.00 / $5.70 0.80 / 0.57
P Shadow API E gemini-2.5-pro 0 42 ) $0.89 / $7.14  0.71 / 0.71
Shadow API H gemini-2.5-pro 0 42 () $1.36 / 10.90 1.09 / 1.09
Official deepseek-chat 0 42 [ ) $0.28 / $0.42 1.00 / 1.00
DeepSeek-Chat Shadow API A deepseek-v3.2 0 42 () $0.17 / $0.26 0.61 / 0.62
P Shadow API E  DeepSeek-V3.2-nothinking 0 42 ° $1.43 /$2.14  5.11/5.10
Shadow API H deepseek-chat 0 42 © $0.22 / $0.34 0.80 / 0.80

DeepSeek

Official deepseek-reasoner 0 42 [ ) $0.28 / $0.42 1.00 / 1.00
DeepSeck-Reasoner Shadow APT A deepseek-v3.2-thinking 0 42 ® $0.17 / $0.26 0.61 / 0.62
P ) Shadow APIE  DeepSeek-V3.2-thinking 0 42 () $1.43 / $2.14 5.11 / 5.10
Shadow APT H deepseek-reasoner 0 42 [ $0.22 / $0.34 0.80 / 0.80

@®: Accept logprobs with output; ©: Accept logprobs but no output; O: Not accept logprobs.
Ratio: The Ratio column denotes the multiplicative factor of the shadow API service price relative to the official provider for
input/output tokens. Ratio <1 (> 1) indicates the shadow API is cheaper (more expensive) than the official ones.

# 7: Full compliance and transparency metadata for all 17 shadow API providers. Checks were conducted
from September to December 2025. A checkmark (v') indicates a verified positive signal; a dash (—) indicates
absence or non-disclosure.

ID Service Domain Legal Entity Reg. ID Legal Docs ICP Biz. Registry Payment Payee

A CFRRHRXKE api.ckxxxkkkky.cn — — — — — Alipay Individual
B YHRRRRH] yRkkkki . com — — — — — Internal Individual
C X x*k*%%%1.plus — — — — — Alipay / WeChat Individual
D GHFHHRRRES gkxxxxkks.us — — — — — Alipay / WeChat Individual
E  Q¥FFREEXQ  grxkrrrko.com — — Disclaimer — — Alipay / WeChat / PayPal / USDT Individual
F OF*¥*EXB  oxxkkkxxb. com — — — — — Alipay / WeChat Individual
G D¥¥*r] kkrkxi . cn — — ToS, Privacy — — Alipay / WeChat Individual
H  ZFFFFREEXG zkkkkrkxg. com v v — v — Alipay / WeChat Company
| N Glacaol| chat.ckkkkx*i.vip — — — — — Alipay Individual
J O¥FFREEXD oxxkkkkkd. cloud — — ToS — — USDT / WeChat Individual
K V] api.gxx.ge — — ToS, Privacy —— — USDT / WeChat Individual
L A¥HxREg ax*xxxs.com — — — — — Alipay / WeChat Individual
M B api.bkkkkki,ai Alipay / WeChat Individual
N ARRRREREY asskokkkkkx . com v — ToS, Privacy — v Alipay / Credit Card Company
O ARRRIRIES gakkkkkxs. top Alipay Individual
P A¥REEXQ ax***x9. com — — — — — Alipay / WeChat Individual
Q 3% 3*xi.cn — — — — — Alipay / WeChat Individual

discloses a corporate legal entity. The remaining 15
providers (88.2%) fail all transparency criteria simul-
taneously, with payment records and payee traces con-

sistently pointing to individual operators rather than
registered businesses.
Shadow APIs A, E, and H are selected as the primary
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subjects of our quantitative analysis for three reasons.
First, they occupy the top of the popularity distribution
as measured by academic citations and GitHub stars.
Second, all three maintain publicly accessible endpoints
throughout the study period, enabling systematic and
reproducible evaluation. Third, they collectively span
the three major model families examined in this work
(GPT, Gemini, and DeepSeek), providing representa-
tive coverage. Crucially, the structural opacity pat-
tern observed in A, E, and H, absent verifiable entity
and registration signals combined with individual-facing
payment and payee traces, is consistent across all 17
providers in the dataset, confirming that these three are
not outliers but rather representative instances of the
broader shadow API ecosystem.

A.3 Shadow APIs Profiles

Shadow API A is selected as the first ranking in both
categories, which is operated by an individual and does
not employ open-source LLM API management or dis-
tribution systems. Shadow API E and H are selected
for their stability, as they rank within the top for
both citations and stars. Regarding shadow API E,
the provider is also an individual and utilizes an open-
source LLM API management and distribution system
(NewAPI [49]) as its deployment template. Shadow
API E aggregates over 54 upstream providers, some of
which are explicitly labeled as having undisclosed ori-
gins. Some of the endpoints are categorized as reverse-
engineered, web-based, capability-degraded, distilled, or
unstable yet cost-effective variants. Given this diver-
sity, we specifically select endpoints explicitly labeled
as originating from the official. For the shadow API
H, the provider is a corporate entity (Internet Con-
tent Provider filing) rather than an individual operator,
which does not rely on an open-source LLM API man-
agement and distribution system. Notably, the shadow
API B is deployed by a laboratory at a prestigious Chi-
nese university, built on NewAPI, where part of the
models listed in its internal large language Model Mar-
ketplace are explicitly marked with Unknown sources.

A.4 OpenRouter Ranking

Figure 6 presents the detailed snapshot of the Open-
Router, November 2025. This ranking highlights the
most widely used models by token consumption.

B Detailed Discrepancy

Table 8 and Table 9 present a detailed discrepancy
analysis between official and shadow APIs, categorizing
their response across MedQA (USMLE) and LegalBench
(Scalr). We report results based on the first execution.

Particularly, Gemini-2.5-flash exhibits performance
collapse across all shadow APIs, with an average consis-
tency rate of ~51.48% in medical and legal fields. This
overwhelmingly high count of official-correct-only in-
stances confirms that shadow APIs fail to reproduce the
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reasoning capabilities of the official API. On DeepSeek-
Chat, the advantages of this official model are reduced,
but still exist as the shadow API A shows a significant
degradation in the legal field (80.56% consistency), di-
verting sharply from the official baseline compared to
other shadow providers.

C Safety Evaluation on AdvBench

We also have similar results on the AdvBench as Jail-
breakBench, in Figure 7, where shadow APIs devi-
ate unpredictably from official endpoints. Specifically,
for GPT-5-mini under the Base64 attack (Figure 7a),
shadow API A yields a harmfulness score of 0.05, which
is 5x the official API’s score of 0.01. Similarly, shadow
APIs A, E, and H significantly underestimate the risk in
the Combination attack. For instance, Gemini-2.5-flash
(Figure 7b), the results show an underestimation of risk
by all shadow APIs, which are safer than the official API
across all attacks, particularly against FlipAttack (the
official API reaches a high harmfulness score of 0.95, all
shadow APIs around 0.82). In the case of DeepSeek-
Chat (Figure 7c¢), the shadow APIs exhibit smaller dif-
ferences compared to GPT-5-mini and Gemini-2.5-flash,
but differences from the official API still exist. For ex-
ample, shadow API H generates more harmful content
than the official API under the Combination (FlipAt-
tack) attack. In addition, the harmfulness score for
shadow API A and E is comparable to the official end-
points in Base64 and Combination, but lower than the
official scores in FlipAttack.

D Inference Latency Time and Token
Counts

Figure 8 and Figure 9 illustrate the inference latency
time and token counts on the AIME 2025. Similarly,
Figure 10 and Figure 11 present the comparative anal-
ysis on the GPQA. As shown, shadow API H exhibits
inference latency time and token counts that are some-
times higher and sometimes lower than those of the of-
ficial API on question with GPT-40-mini, indicating in-
consistent performance characteristics across runs.



# 8: Performance discrepancy between official and shadow APIs on MedQA (USMLE).

Model Shadow API Total Both Correct Both Incorrect Official Correct Only Shadow Correct Only Consistency (%)
Shadow API A 1273 448 184 619 22 49.65
Gemini-2.5-flash ~ Shadow API E 1273 450 181 617 25 49.57
Shadow API H 1273 446 186 621 20 49.65
Shadow API A 1273 981 232 24 36 95.29
GPT-5-mini Shadow API E 1273 949 228 56 40 92.46
Shadow API H 1273 977 230 28 38 94.82
Shadow API A 1273 827 280 105 61 86.96
DeepSeek-Chat Shadow API E 1273 905 326 27 15 96.70
Shadow API H 1273 888 313 44 28 94.34

#¢ 9: Performance discrepancy between official and shadow APIs on Legalbench (Scalr).

Model Shadow API Total Both Correct Both Incorrect Official Correct Only Shadow Correct Only Consistency (%)
Shadow API A 571 187 116 254 14 53.06
Gemini-2.5-flash ~ Shadow API E 571 183 116 258 14 52.36
Shadow API H 571 197 115 244 15 54.64
Shadow API A 571 416 133 12 10 96.15
GPT-5-mini Shadow API E 571 411 128 17 15 94.40
Shadow API H 571 416 128 12 15 95.27
Shadow API A 571 367 93 84 27 80.56
DeepSeek-Chat Shadow API E 571 417 100 34 20 90.54
Shadow API H 571 427 103 24 17 92.82
wos Official APl mmm Shadow API A mmm Shadow APIE  mmm Shadow APl H wos Official APl mmm Shadow API A mmm Shadow APIE  mmm Shadow API H wos Official APl mmm Shadow API A mmm Shadow APIE  mmm Shadow API H
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P 7: Safety performance comparison on the AdvBench dataset.

In addition, we analyze the stability of shadow APIs
compared to the official API by examining the stan-
dard deviation (SD) of inference latency time (Table 10)
and token counts (Table 11). Regarding inference la-
tency time, shadow APIs exhibit marked instability,
with volatility frequently exceeding the official baseline
by over 1.2x or even 2.0x. This unpredictability is most
severe in the Gemini and DeepSeek model families. In
terms of token counts, GPT series models on the AIME
show abnormally low variance (< 0.8x), while Gemini
and DeepSeek models frequently demonstrate excessive
variance (> 1.2x) on GPQA.

E LLMs Used for Training LLMmap

Table 16 provides a comprehensive inventory of the
LLMs utilized in this study, distinguishing between the
original baseline models and newly integrated trained
models. All officially trained models are queried directly
through the corresponding official APIs.
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F Controlled Validation of Detection
Methods

To assess the reliability of LLMmap and MET under
known ground truth, we construct a local controlled
testbed spanning three substitution scenarios across the
GPT, Gemini, and DeepSeek families. Each scenario
consists of N=100 samples, and endpoints are config-
ured as either honest (the backend matches the claimed
model) or deceptive (the backend is silently substituted).
The full experimental setup is summarized in Table 12.
LLMmap Validation. LLMmap follows its standard
probing pipeline with its curated prompt set. For each
endpoint, we take the top-1 identified model as the pre-
diction and compare it against the ground truth back-
end. As shown in Table 13, LLMmap achieves 96.0%
overall accuracy (FPR=3.0%, FNR=5.0%), with con-
sistent performance across all three model families.

MET Validation. MET is evaluated separately using
an independent set of 600 requests issued to the same
controlled endpoints. For each endpoint, MET tests the
null hypothesis that the endpoint’s output distribution
matches that of the claimed model’s official distribu-
tion. A rejection (Reject=True) is treated as a decep-



#¢ 10: Standard deviation of inference latency time (s). Colors denote ratio vs official API, Blue (< 0.8x),
Green (0.8xto 1.2x), Red (>1.2x).

Model Family Model Name Benchmark Official API Shadow API A Shadow API E Shadow API H
. AIME 42.71 30.42 27.96 28.12
GPT-do-mini GPQA 2.19 3.36 2.63 3.00
GPT GPT5 AIME 189.04 68.62 229.20 193.95
GPQA 32.39 45.59 40.90 36.68
. AIME 46.75 89.06 29.56 38.58
GPT-5-mini GPQA 12.18 19.11 15.39 15.76
. AIME 6.06 5.46 6.35 5.86
Gemini-2.0-flash GPQA 1.76 5.56 3.69 6.76
Gemini Commini2. 5 flash AIME 29.41 86.24 22.70 51.03
: GPQA 21.30 57.95 23.86 53.29
Commini2.5-0r0 AIME 48.88 122.61 194.45 231.95
P GPQA 19.11 36.02 22.83 49.88
AIME 9.18 104.90 12.75 29.22
DeepSeek-Chat
DeepSeck GPQA 10.19 31.65 12.00 11.60
DeebSeek. Reasonor AIME 100.56 303.38 115.82 218.50
P GPQA 77.73 165.78 113.34 239.67

# 11: Standard deviation of token counts. Colors denote ratio vs official API, Blue (<0.8x), Green (0.8x
to 1.2x), Red (>1.2x).

Model Family Model Name Benchmark Official API Shadow API A Shadow API E Shadow API H
GPT-4o-mini AIME 2273.87 472.75 1598.74 1585.51
GPQA 66.13 83.53 57.68 132.32
GPT GPT-5 AIME 4065.04 1311.57 3919.61 2152.53
GPQA 1598.09 1457.36 1396.30 1594.97
GPT-5-mini AIME 3458.01 2026.09 1792.22 2319.84
GPQA 892.41 1064.52 883.13 838.42
Gemini-2.0-flash AIME 1243.80 1242.84 1311.17 1231.42
© has GPQA 384.25 1090.25 749.74 969.43
Gemini Cemini-2.5-flask AIME 8174.81 16489.45 6124.36 14164.34
Crm-2-o-Hasth GPQA 5856.16 7029.59 6595.46 14464.05
Gemini-2.5-pro AIME 3054.32 1161.70 3768.74 2905.47
4o GPQA 2637.50 7430.27 3556.55 6878.14
AIME 307.92 492.85 383.21 1107.18
DeepSeek-Chat GPQA 305.67 338.70 360.34 354.99
DeepSeek
DeepSeek-Reasoner AIME 3036.03 9647.40 3544.03 3404.37
P ) GPQA 2314.59 6153.61 3002.75 2409.62
# 12: Controlled validation scenarios. Each scenario contains N=100 samples.
Type Claimed Model Ground Truth Backend Simulated Behavior
Honest GPT-5 GPT-5 —
Honest Gemini-2.0-flash Gemini-2.0-flash —
Honest DeepSeek-Reasoner  DeepSeek-Reasoner —
Deceptive GPT-5 GLM-4-9B Model substitution
Deceptive  Gemini-2.0-flash Gemini-2.5-flash Version mismatch
Deceptive DeepSeek-Reasoner DeepSeek-Chat Capability downgrading
tion flag and compared against the ground truth label. curacy (FPR=4.67%, FNR=18.67%).
As shown in Table 14, MET achieves 88.3% overall ac- MET’s elevated FNR reflects its operating regime:
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# 13: LLMmap accuracy on the controlled valida-
tion testbed.

Model Family Acc FPR FNR
GPT family 96.00% 3.00%  5.00%
Gemini family 96.00%  2.00%  6.00%
DeepSeek family  96.00%  4.00%  4.00%
Overall 96.00% 3.00% 5.00%

# 14: MET accuracy on the controlled validation
testbed.
Model Family Acc FPR FNR
GPT family 88.50%  5.00%  18.00%
Gemini family 87.00%  5.00%  21.00%
DeepSeek family  89.50%  4.00%  17.00%
Overall 88.33% 4.67% 18.67%
#* 15: OLS regression predicting accuracy drop
(Aacc) across 24 shadow API endpoints.
Variable B SE t p
Cosine Distance —0.385 1.412 -0.272 0.789
Price Ratio —1.447 2.055 —0.704 0.490
Identity Mismatch 0.224 7.250 0.031 0.976
Reasoning Model 10.092 7.537 1.339  0.197

R>=0.153,n=24

rather than identifying exact model identity, it de-
tects distributional shift between outputs, making it a
complementary rather than redundant check alongside
LLMmap.

G Regression Analysis of Accuracy

Drop Predictors

To investigate which provider-level characteristics are
associated with accuracy degradation, we fit an OLS re-
gression predicting accuracy drop (Aacc) as a function
of four covariates measured across all 24 evaluated end-
points: cosine distance (from LLMmap fingerprinting),
price ratio (shadow vs. official pricing), identity mis-
match (binary flag from LLMmap), and reasoning model
flag (binary indicator for reasoning-specialized models
such as DeepSeek-Reasoner).

Results. The full regression results are reported in Ta-
ble 15. The overall model yields R*> = 0.153 (n = 24),
with no individual predictor reaching conventional sig-
nificance thresholds.

Anomaly. The low overall R? is largely driven by a key
structural anomaly: Gemini-2.5-flash exhibits a severe
accuracy collapse (approximately 47% drop) uniformly
across all three shadow API providers, despite consis-
tently passing LLMmap fingerprint verification. This
dissociation between fingerprint fidelity and task perfor-
mance suggests that identity-consistent serving does not
guarantee behavioral fidelity, and points to a distinct

17

failure mode, possibly arising from misconfigured infer-
ence parameters, context window truncation, or silent
prompt preprocessing, that cosine-distance-based finger-
printing is not designed to detect.

Excluding these three Gemini-2.5-flash endpoints
from the regression yields a substantially improved fit
(R> =0.298, n =21), and identity mismatch becomes
marginally significant (B =7.718, p = 0.053), consistent
with the hypothesis that identity substitution is a mean-
ingful driver of accuracy degradation when the Gemini-
2.5-flash anomaly is not conflated with the general pat-
tern.

Price Ratio as a Quality Signal. Price ratio
shows no predictive power for accuracy drop in either
the full (p = 0.490) or restricted (p > 0.10) specifica-
tion. This finding rules out the intuition that higher-
priced shadow APIs deliver better output quality, and
confirms that pricing cannot serve as a reliable proxy for
service fidelity. Users cannot protect themselves from
substitution-induced quality loss by selecting more ex-
pensive providers.

Complementarity of MET and Accuracy Drop.
MET rejection rates correlate only weakly with accu-
racy drop across endpoints (Spearman p = 0.233, p =
0.273). This weak correlation is expected and informa-
tive: MET detects output distributional shift relative to
the official model, whereas accuracy drop reflects down-
stream task performance degradation. The two signals
are therefore capturing complementary failure modes, a
provider may pass MET yet still deliver substantially de-
graded task accuracy (as in the Gemini-2.5-flash case),
or may be flagged by MET without a large measurable
accuracy drop on a given benchmark.
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values, and shaded regions denote the range between the minimum and maximum values across three trials.
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mean values, and shaded regions denote the range between the minimum and maximum values across three
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20



—e— Official API —— Shadow API A —— Shadow API E —A— Shadow API H

Execution Time (s)
[ ) w > (%)) [=)] ~
o o o o o o

-
o

75 100 125 175 200

Question ID

50 150

(a) GPQA: Gemini-2.5-flash (Time)

—#— Shadow API E —&— Shadow API H

—— Shadow APT A

—e— Official API

400

Execution Time (s)
_ —_ N N w w
o o o w (=] ()]
o o o o o o

ur
o

o

75 100 125
Question ID

(c) GPQA: Gemini-2.5-pro (Time)

—e— Official API —<%— Shadow APT A —#— Shadow API E —A— Shadow API H

o 200

75 100 125
Question ID

(e) GPQA: DeepSeek-Chat (Time)

—e— Official API — Shadow APT A —#— Shadow API E —4— Shadow API H

1750

S S S
o N
S u o
S o o

Execution Time (s)

75 100

125
Question ID

(g) GPQA: DeepSeek-Reasoner (Time)

—— Shadow API E —&— Shadow API H

—*— Shadow API A

—o— Official API

8000

=)
=3
(=3
=]

Total Tokens
5
S

2000

50 75 100 125 150 175 200

Question ID

(b) GPQA: Gemini-2.5-flash (Token)

—&— Official API —»*— Shadow APT A —— Shadow API E —A— Shadow API H

60000
50000
40000

30000

Total Tokens

20000

10000

0 25 50 75 100 125

Question ID

(d) GPQA: Gemini-2.5-pro (Token)

—e— Official API —*— Shadow APT A —=— Shadow API E —A— Shadow API H

6000

5000

N
o
o
=}

Total Tokens
N w
(=3 (=]
g 8

1000

50 75 100 125 150

Question ID

(f) GPQA: DeepSeek-Chat (Token)

—o— Official API —»— Shadow APT A —#— Shadow API E —&— Shadow API H

30000

& 25000

en

i 20000

15000

Total To

10000

5000

125

50 75 100
Question ID

(h) GPQA: DeepSeek-Reasoner (Token)

11: Comparison of inference latency time and token counts on the GPQA (Part 2). Solid lines represent
mean values, and shaded regions denote the range between the minimum and maximum values across three

trials.
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# 16: List of LLMs used for training and testing LLMmap. The table is divided into the original baseline
models and additionally trained models.

#  Version Provider Number of Parameters
Part I: Original Trained Models
1 ChatGPT-3.5 (gpt-3.5-turbo-0125) OpenAl /
2 ChatGPT-4 (gpt-4-turbo-2024-04-09) OpenAl /
3 ChatGPT-40 (gpt-40-2024-05-13) OpenAl /
4 Claude 3 Haiku (claude-3-haiku-20240307) Anthropic /
5 Claude 3 Opus (claude-3-opus-20240229) Anthropic /
6 Claude 3.5 Sonnet (claude-3-5-sonnet-20240620) Anthropic /
7 google/gemma-7b-it Google 7B
8 google/gemma-2b-it Google 2B
9 google/gemma-1.1-2b-it Google 2B
10  google/gemma-1.1-7b-it Google 7B
11  google/gemma-2-9b-it Google 9B
12 google/gemma-2-27b-it Google 27B
13 CohereForAl/aya-23-8B Cohere 8B
14  CohereForAl/aya-23-35B Cohere 35B
15  Deci/DeciLM-7B-instruct Deci 7B
16  Qwen/Qwen2-1.5B-Instruct Qwen 1.5B
17  Qwen/Qwen2-7B-Instruct Qwen 7B
18  Qwen/Qwen2-72B-Instruct Qwen 72B
19 gradientai/Llama-3-8B-Instruct-Gradient-1048k Gradient Al 8B
20 meta-llama/Llama-2-7b-chat-hf Meta 7B
21  meta-llama/Meta-Llama-3-8B-Instruct Meta 8B
22 meta-llama/Meta-Llama-3-70B-Instruct Meta 70B
23 meta-llama/Meta-Llama-3.1-8B-Instruct Meta 8B
24 meta-llama/Meta-Llama-3.1-70B-Instruct Meta 70B
25  microsoft/Phi-3-medium-128k-instruct Microsoft 14B
26 microsoft/Phi-3-medium-4k-instruct Microsoft 14B
27  microsoft/Phi-3-mini-128k-instruct Microsoft 3.8B
28  microsoft/Phi-3-mini-4k-instruct Microsoft 3.8B
29  mistralai/Mistral-7B-Instruct-v0.1 Mistral AT 7B
30  mistralai/Mistral-7B-Instruct-v0.2 Mistral AT 7B
31  mistralai/Mistral-7B-Instruct-v0.3 Mistral Al 7B
32 mistralai/Mixtral-8x7B-Instruct-v0.1 Mistral AT 8x7B
33  nvidia/Llama3-ChatQA-1.5-8B NVIDIA 8B
34 openchat/openchat-3.6-8b-20240522 OpenChat 8B
35 openchat/openchat_ 3.5 OpenChat 7B
36  togethercomputer/Llama-2-7B-32K-Instruct Together Al 7B
37  upstage/SOLAR-10.7B-Instruct-v1.0 Upstage Al 10.7B
38 NousResearch/Nous-Hermes-2-Mixtral-8x7B-DPO  Nous Research 8x7B
39  abacusai/Smaug-Llama-3-70B-Instruct Abacus Al 70B
40  microsoft/Phi-3.5-MoE-instruct Microsoft 16x3.8B
41  internlm/internlm2 5-7b-chat InternLM B
42 HuggingFaceH4/zephyr-7b-beta HuggingFace 7B
Part II: Additional Trained Models
43 ChatGPT-40 (GPT-40-mini-2024-07-18) OpenAl /
44 ChatGPT-5 (gpt-5-2025-08-07) OpenAl /
45  ChatGPT-5-mini (gpt-5-mini-2025-08-07) OpenAl /
46  google/gemini-2.0-flash Google /
47  google/gemini-2.5-flash Google /
48  google/gemini-2.5-pro Google /
49  MiniMaxAI/MiniMax-M2 MiniMaxAT 230B
50 DeepSeek/deepseek-chat DeepSeek /
51  DeepSeek/deepseek-reasoner DeepSeek /
52  DeepSeek/deepseek-V3.2-exp-chat DeepSeek /
53  DeepSeek/DeepSeek-V3-0324 DeepSeek /
54  Qwen/Qwen2.5-7B-Instruct Qwen 7B
55  Qwen/Qwen3-VL-32B-Instruct Qwen 32B
56 Qwen/Qwen3-8B Qwen 8B
57  DeepSeek/DeepSeek-R1-0528-Qwen3-8B DeepSeek 8B
58  ZhipuAI/glm-4-9b-chat ZhipuAl 9B
59  ZhipuAI/glm-Z1-9B-0414 ZhipuAl 9B
60  Moonshot AI/Kimi-K2-Instruct-0905 MoonshotAI 1000B
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